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Forensics -> Forensic Carving Tools
/usr/local/bin/scalpel

Scalpel is a very similar tool to foremost, it will data carve files, based on their header and footer
information, it's also file system independent. It can work on drives directly or on image files.

Usage:

The biggest difference to foremost is that we need to edit the scalpel.conf file
(/etc/scalpel/scalpel.conf), and uncomment lines (remove #) that specifies the file type we would like to
recover.

Few of the many options:

-c Choose configuration file.

-n Don't add extensions to extracted files.

-0 Set output directory for carved files.

-O Don't organize carved files by type. Default is to organize carved files into subdirectories.
-v Verbose mode.

scalpel -c /etc/scalpel/scalpel.conf -o output2/ Desktop/forensics/11-carve-fat/11-carve-fat.dd
I used the same test forensic image as with foremost.

Editing the conf file:
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* scalpel.conf (fetc/scalpel) - gedit

File Edit View Search Tools Documents Help

o open v Doswe | gyun QG
scalpel.conf 3%

Frmmrmmmmmzzmmsssmssmmsmmmssssmmssmmsssssmsssmsssssm=sssmsss=ssssas=ss== A

#

#

# AOL ART files

# art y 150000 \x4a\x47\x04\x0e \xcf\xc7\xch

# art ¥ 150000 \x4a\x47\x03\x0e \xd@\ xcb\x08\x0e

#

# GIF and JPG files (very common) []|

# gif ¥ 5000000 \HAT\ X4\ x 46\ X388\ x3T7\x61 \x08'\x3b 3

# gif y 5000000 \x4[7\x49\x46\x38\x39\x61 \x08Yx80%x3b

ipg y 200008000 \fFyxd8\xffixed\x00\x10 \xffyxd9
jpg y 200000000 \TT\xd8\xff\xel \xTT\xd9

#

#

# PNG

# png y 200000600 \x50\x4e\x477  \xff\xfc\xfd\xfe

#

#

# BMP  (used by MSWindows, use only if you have reason to think there are

# BMP files worth digging for. This often kicks back a lot of false

# positives v
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Running the command:

* root@bt: ~
File Edit View Terminal Help
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MDS5 check, based on this it successfully extracted only 2 files, which means that foremost performed
better in this case.

* root@bt: ~
File Edit View Termina

audit file:

* audit.txt (~/output2) - gedit

File Edit View rch Tools Documents Help

o gOmenr, save e )

| ] audit.txt %

Opening target "/root/Desktop/forensics/ll-carve-fat/ll-carve-fat.dd"

The following files were carved:

File Start Chop Length Extracted From
000800805. jpg 10125824 NO 5126 11-carve-fat.dd
000800801. jpg 10095104 NO 29885 11-carve-fat.dd
00000000 . jpg 8522240 NO 24367 11-carve-fat.dd
000EEO06 . wmv 164352 YES 20000000 11-carve-fat.dd
00000004 jpg 10574693 NO 2655 11-carve-fat.dd
000800803. jpg 10570636 NO 2655 11-carve-fat.dd
000800802. jpg 105702480 NO 3651 11-carve-fat.dd
00000007 .wmy 11227648 YES 20000000 11-carve-fat.dd

Completed at Sun Jan 6 83:43:50 2013
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