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TestDisk: undelete file for FAT

This Recovery example guides you through TestDisk step by step to undelete files from the FAT
(FAT12/FAT16/FAT32) and VFAT filesystem. FAT is mainly used on memory cards from digital cameras and on USB
keys. VFAT can be found mainly on external harddisks formated under Windows. It's possible to recover your deleted
files. When a file is deleted, the filename is marked as deleted and the data area as unallocated/free, but TestDisk can
read the deleted directory entry and find where the file began. If the data area hasn't been overwritten by a new file,
the file is recoverable.

Running TestDisk executable

If TestDisk is not yet installed, it can be downloaded from TestDisk Download. Extract the files from the archive
including the sub-directories.

To recover a lost partition or repair the filesystem from hard disk, USB key, Smart Card, etc., you need enough rights
to access a physical device.

To recover a partition from a media image or repair a filesystem image, run

* testdisk image.dd to carve a raw disk image
* testdisk image.EO1 to recover files from an Encase EWF image
* testdisk 'image.???' if the Encase image is split into several files.

To repair a filesystem not listed by TestDisk, run testdisk device, i.e.

* testdisk /dev/mapper/truecryptOor testdisk /dev/1loop0 to repair the NTFS or FAT32
boot sector files from a TrueCrypt partition. The same method works with a filesystem encrypted with
cryptsetup/dm-crypt/LUKS.

* testdisk /dev/md0 to repair a filesystem on top of a Linux RAID device.
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Log creation

TestDisk 6.9-WIP, Data Recovery Utility, September 2007
Christophe GRENIER {grenierBcgsecurity.orgl
http:/swiw.cgsecurity.oryg

TestDisk is a data recovery designed to help recover lost partitions
and-or make non—hooting disks hootable again when these symptoms

are caused by faulty software, certain types of viruses or human error.
It can also be used to repair some filesystem errors.

Information gathered during TestDisk use can be recorded for later
review. If you choose to create the text file, testdisk_.log ., it

will contain TestDisk options, technical information and various
outputs; including any folder-file namesz TestDiszk was used to find and
list onscreen.

Uze arrow keys to select. then press Enter key:
Create a new log File

[ Append 1 Append information to log fFile

[ No Log 1 Don't record anything

* Choose Create unless you have a reason to append data to the log or if you execute TestDisk from read only
media and must create it elsewhere.
* Press Enter to proceed.

Disk selection

All hard drives should be detected and listed with the correct size by TestDisk.

&8 TestDisk

TestDisk 6.18-WIP,. Data Recovery Utility,. Febhruary 280608
Christophe GRENIER <grenierfcgsecurity.orgr
thttp: wuww . cgsecurity. org

TestDisk is free software. and
comes with ABSOLUTELY MO WARRANTY.

Belect a media {use Arrow keys, then press Enterd:
Disk ~devrssda — 328 GB ~ 298 GiB — UDC HD32BBRS AAFFBA
Disk ~devssdb — 73 GB ~ 68 GiB - FUJITEU MAT3@73INP
Dizk ~sdevssdc — 36 GB ~ 34 GiB — IBM IC35LA36UWDZ16-8
Disk ~devssdd — 36 GB ~ 34 GiB — IBM DPS5-336958N

Disk ~sdevssde — 36 GB ~ 34 GiB — IBM DP55-336958N

Disk sdevssdf — 36 GB ~ 34 GiB — IBM DP55-3369568N

[Proceed J]NEE"THE |

Mote: Dizk capacity must be correctly detected for a successful recovery.
If a dizk listed above has incorrect size,. check HD jumper settings, BIOS
detection,. and install the latest 085 patches and dizsk drivers.

* Use up/down arrow keys to select your hard drive with the lost partition/s.
* Press Enter to Proceed.

If available, use raw device /dev/rdisk* instead of /dev/disk?* for faster data transfer.
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Partition table type selection
TestDisk displays the partition table types.

TestDisk 6.9-UWIP,. Data Recovery Utility. September 2087
Christophe GRENIER <grenierl@cgsecurity.org’
http: /" wwmi.cgsecurity.org

Disk ~devs/sdd — 36 GB ~ 34 GiB

Please select the partition tabhle type. press Enter when done.
BTSN Intel PC partition

[EFI GPT1 EFI GPT partition map (Mac 1386, xB6_64._._.>

[Mac 1 Apple partition map
[None 1 HMNon partitioned media
[Sun 1 Sun Solaris partition
[EBox 1] HBox partition

[Return 1 HReturn to disk selection

Mote: Do NOT select ‘None’ for media with only a single partition. It's

very
rare for a drive to be 'Mon—partitioned’.

Select the partition table type - usually the default value is the correct one as TestDisk auto-detects the
partition table type.

¢ Press Enter to Proceed.

Start the undelete process

¢ Select Advanced

kmaster@adsl:~/src/testdisk
File Edit View Terminal Tabs Help
TestDisk 6.11-WIP, y Utility, September 2
Christophe GRENIER g urity.org=
htt gsecurity.org

Disk /data/data for testdisk/6-undel-fat/6-fat-undel.dd - 6160 KB / 16 KiB - CHS & 32 63 (RO)

ructure and search for lost partitions

Modify optioﬁs
Return to disk selection
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ings if it thinks the logical g y 1s mismat
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* Select the partition that was holding the lost files and choose Undelete

kmaster@adsl:~/src/testdisk

Fle Edit View Terminal Tabs Help

September

Disk /data/data for testdisk/6-undel-fat/6-fat-undel.dd - 6168 KB / 6816 KiB - CHS 6 32 63 (RO)

Partition Start End Size in sectors
P FAT16 [¢] 0 1 5 30 62 12032 [NO NAME]

[ Type 1 [ Boot ] [Ima tion] [[ILEEER] [ OQuit ]
ile undelete

FAT file undelete

Deleted files and directories are displayed in red.

* To undelete a file, select the file to recover and press 'c' to copy the file.
* To recover a deleted directory, select the directory and press 'c' to undelete the directory and its content.

kmaster@adsl:~/src/testdisk
Fle Edit View Terminal Tabs Help
TestDisk 6.11-WIP, ; ) i
i e GRENIE

2 [NO NAME]

Use Right arrow to change directory, c to copy,

es, qQ to quit
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Select where recovered files should be written
Select the destination

kmaster@adsl:~/src/testdisk

File Edit View Terminal Tabs Help

tory /home/kmaster;

Paris Plage

M
5 System Volume Information
TMP
'STEM~1

J

[y

r

FAT file recovery is completed
When you get your files back, use Quit to exit.

kmaster@adsl:~/src/testdisk
Fle Edit View Terminal Tabs Help
TestDisk 6.11-WIP, a Re ery Utility
Christophe G 3
http
P FAT16 ¢ ¢ 0 62 6 [NO NAME]
rectory /
y done!

Use Right arrow to je directory, c to «
h to hide del 5, q to quit

For maximum security, TestDisk doesn't try to unerase files but lets you copy the deleted files onto another partition or disk.
Remember, you must avoid writing anything on the filesystem that was holding the data. If you do, deleted files may be
overwritten by new ones.

TestDisk can undelete

* files and directory from FAT12, FAT16 and FAT32 filesystem,
* files from NTFS partition since version 6.11,
¢ files from ext? filesystem.

If a lost file is still missing, give PhotoRec a try. PhotoRec is a signature based file recovery utility and may be able to
recover your data where other methods have failed.
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